
Cooperative GPS Signal Authentication 
from Unreliable Peers  

Grace Xingxin Gao  
Oct. 30, 2014  



Civil GPS Signals Are Vulnerable to  
Jamming and Spoofing Major security threat: spoofing attacks

I Civil GPS signals are unencrypted, with their structures explicitly

described in publicly-available documents.
I An attacker can broadcast counterfeit GPS signals, and manipulate

victim receivers’ position and/or time solutions.

(Figure from A. Jafarnia Jahromi et al., 2012)
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Our Approach of GNSS Anti-spoofing 

Our goal 

–!  Practical: no need to change satellite transmission 

–!  Low cost: no need to have secure reference stations or 
communication links 

–!  Robustness: tolerate errors 

Our approach: cooperative GNSS 



Outline 

•  Structure of cooperative authentication 

•  Pairwise check 

•  Decision aggregation 

•  Summary 
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Cooperative Authentication: Architecture Our proposed approach: cooperative authentication
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Pair-wise Checking:  
Cross-correlation of Military P(Y) Code 
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Psiaki, Humphreys et al., 2013 
Lo et al., 2009 



Two-step Process 
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Authentication system structure

Two-step process:

1. Pair-wise check

2. Decision aggregation

User receiver
(aggregating
decisions)

Cross-check
receiver 1
(computing
correlation)

Cross-check
receiver 2
(computing
correlation)
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Cross-check
receiver N
(computing
correlation)
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•  Structure of cooperative authentication 

•  Pairwise check 

•  Decision aggregation 
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Pairwise Check 



Pairwise Check – Ideal Results 
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Pair-wise Check – Ideal Results
Not Spoofed Spoofed

40 ms
40 Correlation peaks

Single Correlation peak No Correlation peak

Spoofer cannot 
generate

Pair-wise Check

In-phase 
Baseband
Correlation 

(C/A)

Quadrature-
phase 

Baseband
Correlation 

(P(Y))



Modeling Pairwise Check 
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Experiments with Different  
Separations and Scenarios 

3000km 

22km 
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San Francisco CA and  
Champaign IL, static 

Rantoul IL, moving at ~45 mph 
and Champaign IL, static 



Experiment Setup: San Francisco & UIUC Everitt Lab 

13 

TRUSTWORTHY CYBER INFRASTRUCTURE FOR THE POWER GRID  |  TCIPG.ORG 14

GPS Front End
Receiver
– SiGe Sampler

• 2 bit quantization
• Bandwidth: 2.72MHz
• Low cost, off the shelf

Antenna
– Novatel Antenna

• Fixed reference antenna
• Choke ring form
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Pairwise Results for Different Separations 

3000km separation 22km separation 

Near ideal 
Correlation 

Could detect 
spoofing 

Could detect 
spoofing 

Some Residual 
Correlation 

Almost no 
Residual 
Correlation 
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SNR Affects Pair-wise Check Performance 
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SNR a↵ects pair-wise check performance

3000 km apart

one receiver in urban canyon

both receivers were static

C/N0 = 47 dB-Hz
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22 km apart

both receivers had an open sky

one receiver was moving at 45 mph

C/N0 = 51 dB-Hz
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Outline 

•  Structure of cooperative Authentication 

•  Pairwise check 

•  Decision aggregation 

•  Summary 
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Modeling Unreliable Cross-Check Receivers 
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Modeling unreliable cross-check receivers

Definition
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Authentication Performance, Theoretical Results 

18 

Authentication performance for N unreliable peers

I With proper choice of threshold, probabilities of false alarm (PFA) and

missed detection (PMD) both decrease at an exponential rate

PFA = PMD  exp
�
�N�2

�
.

I Figure of merit:

� = (1� ↵� �)(1� PSD � 2PSS).

I PSS causes twice as great performance deterioration as PSD does.

I Choose a cross-check receiver far from the user receiver.
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•! Authentication performance improves exponentially with 
increasing number of cross-check receivers.  

•! PSS causes twice as great performance deterioration as PSD 
does.  
–! Choose a cross-check receiver far from the user receiver.  

Pair-wise 
false 
alarm rate 

Pair-wise 
missed 
detection rate 

Probability of being 
spoofed by the 
same spoofer 

Probability of being 
spoofed by a 
different spoofer 
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Receiver Operating Characteristic (ROC) Curves  Receiver operating characteristic (ROC) curves
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(a) Reliable cross-check receivers (b) Unreliable cross-check receivers

(PSS = PSD = 0) (PSS = PSD = 0.1)

Assumptions:

I High-quality reference receiver: ↵ = 0.0001 and � = 0.05.

I Low-quality cross-check receiver: ↵ = 0.001 and � = 0.15.
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Performance of Cooperative GPS Authentication 

Assume 20% of the cross-check receivers are spoofed (a very conservative assumption) 

Probability of false alarm  Probability of missed detection 

•! Robustness grows exponentially with the number of 
cross-check receivers 

•! A small number of unreliable cross-check receivers are 
on a par with a reliable cross-check receiver.  



Summary 
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•  Proposed cooperative GNSS authentication 
–  Practical: no need to change satellite transmission. 
–  Low cost: no need to have secure reference stations or 

communication links. 
–  Robustness: network and geographical redundancy. 

•  Field tests 
–  In San Francisco CA, Rantoul IL, and Champaign IL. 
–  Static and dynamic, urban canyon and sub-urban scenarios. 

•  Key findings 
–  A modest number of low-reliable cross-check receivers 

outperform a high-quality reliable receiver. 
–  Robustness grows exponentially with the number of cross-

check receivers. 



Thank You! 
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Photo from Prof. Gao’s GPS class 



Backup Slides 
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Challenges: Doppler Leakage from other GPS Satellites 
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Challenges
Received GPS signal from one satellite:

𝑠 𝑡 = 𝐶 𝑡 − 𝜏 𝐷஼ 𝑡 − 𝜏 sin 2𝜋(𝑓 + 𝑓஽) 𝑡 − 𝜏 + 𝜙
+𝑃 𝑡 − 𝜏 𝐷௉ 𝑡 − 𝜏 cos(2𝜋(𝑓 + 𝑓஽) 𝑡 − 𝜏 + 𝜙)

We want to cross correlate the 𝑃 𝑡 𝐷௉ 𝑡 signals from two different receivers.

Estimate:
– Doppler frequency, 𝑓஽
– Phase shift, 𝜙

Wipe off Doppler and align phase:
𝑃 𝑡 − 𝜏 𝐷௉ 𝑡 − 𝜏 = LPF[cos(2𝜋(𝑓 + 𝑓஽)(𝑡 − 𝜏) + 𝜙) ȉ 𝑠(𝑡)]

Time Delay Doppler 
Frequency

Phase shiftC/A Code P(Y) Code

Pair-wise Check

24 



Modeling Pairwise Check 
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Performance of pair-wise check

probability density of C

0 SNR correlation C

 threshold ⇣

 H0: P(Y) codes matchH1: P(Y) codes unmatch !

false alarm
missed detection

I Probability of false alarm ↵

I Probability of missed detection �
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Distance Required Between Receivers 

Assumptions made in figure: 
–!Satellite speed: 3000 m/s 
–!Receivers are stationary. 

Conclusions 
–!2-3km separation between 
receivers is sufficient for a 1Hz 
difference in the Doppler 
frequencies of most satellite 
elevations. 
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Experiments with Three Different Separations 

3000km 

22km 

30m 
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Separation Comparisons 

3000km separation 22km separation 30m separation 
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Separation Comparisons 

3000km separation 22km separation 30m separation 

Near ideal 
Correlation 

Could detect 
spoofing 

Could detect 
spoofing 

Some Residual 
Correlation 

Almost no 
Residual 
Correlation 

Significant 
Residual 
Correlation 

Could not detect 
spoofing 

Significant 
Residual 
Correlation 
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Detect Spoofing Attacks 

30 
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Fig. 9. Experiment 1: A SiGe receiver was in a urban canyon in San Francisco,
CA. The receiver was able to acquire only three satellites. Fortunately, the
three satellites were visible to the other SiGe receiver in Urbana, IL.

from 4 MHz to 16 MHz and a quantization resolution of 2 bits
(4 levels). The data are post-processed using our developed
software receiver, which is modified from [42]. Snippets of
P(Y) codes are extracted from the tracking loops, and then
used to compute correlations.

The experiments are conducted in different spatial condi-
tions (urban canyon and open space) and different transport
modes (static and moving) with different distance between
receivers. In comparison to the experiments in [29] which used
static, high-quality front-ends and antennas, our experiments
can better evaluate the authentication performance for real
applications, especially the GPS receivers in mobile devices
and on vehicles.

A. Experiment 1: 3000 kilometers apart, one receiver in urban
canyon

The first data set was collected on 27 March 2014. As
shown in Fig. 9, one SiGe receiver was in a urban canyon
in San Francisco, CA with open sky to the south east. The
other receiver was in Urbana, IL with a clear view of the sky.
Two receivers were approximately 3000 kilometers apart. Both
receivers were static. The San Francisco receiver experienced
severe signal blockage and multipath, and was able to track
only three satellites with a low SNR. Fortunately, the Urbana
receiver was able to track the three satellites so the pair-wise
check was possible.

We performed cross-correlation of the P(Y) snippets gen-
erated from the data set. Each snippet is 0.5 second long.
At a sampling frequency of 4.092 MHz, a snippet contains
T = 2.046 ⇥ 10

6 samples. The snippets are normalized,
i.e., the snippets have a zero mean and are scaled such that
�2
1 = �2

2 = 1. The correlation shows that ⇤1⇤2 ⇡ 0.00553.
According to (12) and (13), we chose the threshold ⇣ =

0.00553/2 ⇡ 0.00276 so that we have the same probability of
false alarm and missed detection, i.e., ↵ = �.

We injected spoof signal into the raw data from San Fran-
cisco receiver starting from 10 seconds. The spoofing signal
was initially synchronized to the authentic signal so that the
receiver could lock on to both authentic and counterfeit C/A
code. Then, the counterfeit C/A code phase moved away from
the authentic C/A code phase at a rate of 0.5 chip per second.
The receiver tracking loop was dragged by the spoofing signal
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Fig. 10. Experiment 1 (3000 kilometers apart, one receiver in urban canyon):
Pair-wise check test statistic over time. Each snippet is 0.5-second long (T =
2.046⇥106). Spoofing signal is injected from 10 seconds, with the counterfeit
C/A code phase moving away from the authentic C/A code phase at a rate of
0.5 chip per second.

because the spoofing signal was slightly stronger than the
authentic signal.

Fig. 10 shows the pair-wise check test statistic C, as defined
in (3), before and under the spoofing attack. The test statistic C
is above the threshold ⇣ until the attack starts. As soon as the
attack starts, C quickly drops below ⇣. Due to the relatively
low SNR, at some epochs C is very close to the threshold,
with the potential to cause false alarms or missed detection if
the threshold was not properly chosen.

This experiment shows that it is possible to use a receiver
in urban canyon environments for cooperative authentication,
as long as the receivers is able to track at least one satellite.
However, the performance deterioration due to a low SNR
should be compensated by using more cross-check receivers,
as discussed in Sections III and IV.

B. Experiment 2: 22 kilometers apart, one moving receiver

The second data set was collected on 3 April 2014. One
SiGe receiver was on a car moving at roughly 45 miles per
hour in Rantoul, IL. The other receiver was in Urbana, IL.
Two receivers were approximately 22 kilometers apart. Both
receivers had a clear view of the sky. Ten satellites were
visible to each receivers, and 8 of them were tracked by both
receivers.

We performed similar cross-correlation as done in Ex-
periment 1. Because the data was collected at a different
sampling frequency, 5.456 MHz, a 0.5-second snippet contains
T = 2.728 ⇥ 10

6 samples. The snippets are normalized. The
correlation shows that the estimate of ⇤1⇤2 ⇡ 0.01295, and
we chose the threshold ⇣ = 0.01295/2 ⇡ 0.00648.

We injected spoof signal into the raw data from Rantoul
receiver in the same way as Experiment 1. The only difference
is that the counterfeit C/A code phase moved away from the
authentic C/A code phase at a lower rate, 0.375 chip per
second.
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Fig. 11. Experiment 2 (22 kilometers apart, one moving receiver): Pair-wise
check test statistic over time. Each snippet is 0.5-second long (T = 2.728⇥
106). Spoofing signal is injected from 10 seconds, with the counterfeit C/A
code phase moving away from the authentic C/A code phase at a rate of 0.375
chip per second.

Fig. 11 shows the pair-wise check test statistic C before
and under the spoofing attack. In comparison to Experiment
1, C drops slower when the attack starts. This is because the
counterfeit C/A code phase moved away from the authentic
C/A code phase at a lower rate in this experiment. Due to
the relatively high SNR, apart from the transit period, C
is distinctly above ⇣ before the attack, and below ⇣ after
the attack. In comparison to Experiment 1, this experiment
shows that pair-wise check performance is sensitive to spatial
conditions (e.g., urban canyon or open space), and insensitive
to transport modes (e.g., static or moving). This observation
agrees with (12) and (13), which show that SNR significantly
affects pair-wise check performance.

VI. CONCLUSION

This paper has presented a GPS signal authentication ar-
chitecture that relies on a network of cooperative, low-cost
receivers. In our architecture, the encrypted military GPS
signals are sampled by a user receiver and several ad-hoc
cross-check receivers at the same time. The samples from
the user receiver and each cross-check receiver are cross-
correlated in order to detect spoofing attacks. The spoofing
detection results from all cross-check receivers are aggregated
to reach the final decision of the authenticity of the signal
received by the user receiver. This paper has described and
compared three candidate structures to implement this concept.

Furthermore, this paper has validated the concept through
a theoretical analysis and several numerical examples. We
have assumed the cross-check receivers can be spoofed or
malicious with certain probabilities. The analysis and nu-
merical examples have shown that the spoofing detection
performance improves exponentially with increasing number
of cross-check receivers. Additionally, we have conducted two
field experiments to evaluate pair-wise check performance in
different spatial conditions (urban canyon and open space) and

different transport modes (static and moving). The experiments
shows that SNR is the major factor affecting pair-wise check
performance. A powerful aspect of these results is that even
if the cross-check receivers are low-cost, unreliable, and in
challenging environments, a modest number of such receivers
will match, if not outperform, a single, high-quality, reliable
reference receiver in terms of spoofing detection performance.
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